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https://ec.europa.eu/growth/content/european-commission-organises-event-quantum-communication-infrastructure_en
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HUNGARIAN QUANTUM 
ECOSYSTEM

2017-2021:

2020-2025:

2023-2025:
QCIHungary (EuroQCI)
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QUANTUM COMMUNICATION 
RESEARCH GROUP
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QUANTUM COMMUNICATIONS
ACTIVITIES @BME

Competences and actual projects

Fiber

• BB84 QKD demonstration with own developed system (in cooperation with Ericsson Hungary)

• CV QKD long distance demonstration with own developed system as part of the national QKD network (in 

cooperation with Hungarian Telekom and Wigner Research Centre for Physics)

• Own developed Optical Quantum Random Number Generator
• Beyond QKD: Developing entanglement-based medium access control; focusing on quantum internet
• Entanglement-based QKD system (under-development)
• OpenQKD OpenCall: QuantumGigalink (in cooperation with Magyar Telekom)

Free-space and space

• Entanglement-based free-space QKD over River Danube (in cooperation with Vodafone Hungary)

• Participating in two ESA projects (QuStatoin, Certain) (in cooperation with ATL Zrt., Relcom Kft.)
• Investigating the possibilities for cubesat-based QKD
• Investigating the possibilities for quantum capable optical ground stations 
• Theoretical work on future’s satellite based QKD systems
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QUANTUM BIT (QUBIT)
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QUANTUM REGISTERS
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POSTULATES OF QUANTUM MECHANICS
FROM ENGINEERING POINT OF VIEW

1th postulate: quantum bit
– Vector in Hilbert space

2th postulate : logic gates
– Unitary transform
– Elementary logic gates

3rd postulate : Q/C conversion
– Measurement statistics
– Post measurement state

4th postulate : registers
– Tensor product
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ENTANGLEMENT
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• Upper wire: control
• Lower wire: data
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IMPORTANT CONSEQUENCES

• NO-cloning: only orthogonal and/or known states can be 
copied!
– Differentiation (measurability) and making perfect copies are twin 

brothers.
– Amplification=copying!
– NO universal COPY command!!!

• Entanglement – special resource
– Non tensor product states.
– Measuring one half of the pair will influence the measurement result 

of the other half.
– Information can not be delivered in this way between distant points!
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Application: Quantum Computing



© Department of Networked Systems and Services 27



© Department of Networked Systems and Services 28

GENERAL MODEL OF QUANTUM 
ALGORITHMS 
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PUBLIC (ASYMMETRIC) KEY CRYPTOGRAPHY

• Public key cryptography (RSA)
– Public key for encryption, secret key for decryption
– Key generation: using the product of two huge prime numbers
– Hacking: computing the prime factors

• There exists no efficient method for prime factorization
• At least classically
• However Shor’s quantum order finding algorithm…
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RSA BREAKING DEVICE
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POWER OF SHOR’S ALGORITHM
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152 000
years

Adam (~ 150 000 BC)

Starman (2018-2002018)
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EFFICIENCY OF HACKING

Brutal!

Arnold Schwarzenegger (1947-)
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IBM QUANTUM COMPUTER ACCESS!

https://quantum-computing.ibm.com/

IBM Q Awards:

https://qx-awards.mybluemix.net/

2016: 5 qubit

2017: 16 qubit
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MICROSOFT QUANTUM DEVELOPEMENT KIT

Quantum Programing language: Q#

https://docs.microsoft.com/en-us/quantum/index?view=qsharp-preview
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GOOGLE, SEPTEMBER 2019 

https://index.hu/techtud/2019/09/24/a_google_elerte_a_kvantumfolenyt/
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Application: Quantum Key Distribution
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SYMMETRICAL CRYPTOGRAPHY
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WHY QKD?

• It is compatible with the nowadays used symmetric 
cryptography algorithms

• Security based on the laws of the quantum physics
• The quantum channel is used to share the symmetric key 

for a one time pad communication
• Rest of the communication is over normal channel (optical 

fiber, RF, Ethernet, etc.)
• The quantum bits based on photons can travel through two 

types of channels: optical fiber, free-space link
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BEHIND THE QKD
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SEVERAL PROTOCOLS

BB84

B92 S09

E91
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THE BB84 QKD PROTOCOL (1)
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THE BB84 QKD PROTOCOL (2)

Figure from: 10.1007/978-3-319-30201-0_27
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QKD IN PRACTICE
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DISTANCES
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Vision: Quantum Internet in Europe

1) The Quantum Technologies Flagship

2) Develop and deploy in the EU an end-to-end quantum-secure 
communication infrastructure (QCI)

Distributed quantum computers, and
quantum sensors interconnected via
quantum communication networks
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Towards a quantum communication 

infrastructure

Applications: Quantum Key Distribution (QKD), Time & Frequency 
distribution, etc.

■ A pan-European infrastructure integrating 
quantum cryptography into conventional 
communication networks

■ A terrestrial and space segment
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SATELLITE SYSTEMS

L. Bacsardi, „On the way to Quantum Based Satellite Communication”, IEEE Communications Magazine, 51:(08) pp. 50-55.
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SPACE-SPACE COMMUNICATION
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SPACE-GROUND COMMUNICATION
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PARAMETERS NEEDED

Aperture diameter

Wavelength

Targeting angular error

Mirror diameter

Probability of polarization 
measurement error

Quantum efficiency of detector

Mean photon number of the signal

Number of detectors

Total noise

Season

Climate

Weather

Wind speed

Zenith angle

Height above sea level

L. Bacsardi and S. Imre, “Supporting Space Communications with Quantum Communications Links”,
Global Space Exploration Conference. Washington D.C., USA, 2012, Paper 12300.
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AS WE DO IT…

2014

2015/1

2015/2
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2020



© Department of Networked Systems and Services 59

SPRING 2022
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FIBER-BASED NATIONAL RECORD
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FREE-SPACE QKD EXPERIMENT
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FREE-SPACE QKD EXPERIMENT
MAY 19, 2022
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SUMMARY

• Quantum mechanics offers unique possibilities for 
engineering problems.

• Efficient quantum algorithms are available.
• Quantum computers in their childhood, but 

something is happening.
• There are many available quantum

communications products on the market (QRNG, 
QKD)
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QUANTUMCOMMUNICATIONS IN 
SOCIAL MEDIA

https://www.facebook.com/kvantumkommunikacio

https://linkedin.com/company/kvantumkommunikacio
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USEFUL LINKS

Quantum Information National Laboratory
https://qi.nemzetilabor.hu/

Quantum Technology Flagship: http://qt.eu
Quantum Technology in Space: http://qtspace.eu

Hungarian Quantum Technology Flagship: 
https://wigner.mta.hu/quantumtechnology/en

Our website: http://mcl.hu/quantum
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